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ARTICLE INFO ABSTRACT

The securitization of cyberspace has been a specter to the political
studies in various countries. This article focuses on the dynamic
of speech act on implementation consent and its relation to the
theory of lateral pressure formulated by Nazli in studying cyber
politics. Since 2018, the European Commission has implemented
GDPR as a basic law related to data transfer, collection and process
(TCP). This policy has brought a fundamental problem to the ac-
tivity conducted by the state and private sector. Moreover, it was
also criticized that this policy has brought to the discrimination
of algorithm that came to bias to the minority group. In speak
of Methodology, we used qualitative research of 418 articles with
the keyword ‘consent’ focusing on Social and Humanities Science
in Journal Sage; after manual analysis, we found 146 articles re-
lated to the consent study and social science. The final project
is to find out the signifi ant tendency of how Europe has secu-
ritized GDPR through speech acts by correlating it to the Lateral
Pressure Index. The potential implications of the finding could give
theoretical preference in formulating a data protection base policy.
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1. INTRODUCTION

Thermal Studying consent is remarkably interest-
ing because it created a fundamental challenge
for social research. These challenges have been
discussed conceptually, methodologically, and
technically for international relations research.
The word of consent came from the old France
literature (Wolf, 2018) 1300 years ago, in Lat-
in consetire which mean feels together, agree or
giving permission, where human (patient) must
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give expression when doctor examined their
body. Therefore, informed consent became one
of the major aspects before doctors and nurses
wanted to do an operation on a patient (Sabu-
vrova, 2020) or treat a patient with psycholog-
ical syndrome (Gilbert et al., 2020). Moreover,
the study of consent lately leads to the develop-
ment of modern medical industry where it has a
link between human and modern technology in-
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clude in every aspect of human privacy behavior.
Consent study also created the discourse on in-
terdisciplinary, such as media and medicine like
the study of Twitter and sexual violence which
get the effect into public policy (Caster, 2020;
Cary, et al. 2022), or in the use of electron-
ic informed consent (Patel, 2019; Isaacs, et al.
2020; Simon, et al. 2021) for medical purpos-
es. In the education sector, consent also takes
serious discourse, where parents must give con-
sent if their children become the subject of re-
search (Pickles 2020). Consent is also discussed
in the political sphere in the theory of manufac-
turing consent on foreign policy or in philoso-
phy studies, where media can play a pivotal role
in steering domestic politics, especially when
it comes to an interconnected world. This evi-
dence gave us a picture that consent is inherent
in every human activity both offlin and online.
Digital consent has been a tool in modern civiliza-
tion to get the approval from people (the audience)
to access information provided by a platform, such
as a website, social media, healthcare system or
organization. Through this mechanism, people
consider agreeing to every interaction provided
by the platform. In some cases, the interactions
using these platforms were stored in a database in
several ways, for example, in pseudonymization.
However, not all countries or people had the same
experience with implementing digital consent in
the right manner. Nevicka’s shares the discrim-
ination of the marginal communities like Roma
pupils in accessing decent education through vir-
tual video conferencing tools in Slovakia (Nevic-
ka, 2022) or problems with ethical issues in using
Twitter data API for social media research for ex-
ample Roberts, et al. 2018, and Innes, et al 2018,
which leads to nudging privacy Acquisti, 2008
and Reventlow (Reventlow 2020) with her courts
analysis in protection human right as part of the
root of digital privacy. Moreover, a recent study
showed that people who use informed consent (or
digital consent) often do not read carefully when
they agree to give their consent in online media
(Kreuter et al., 2020). All of these arguments lead
to the vulnerability of the data protection regime.
This article presents an analysis of consent on
research focusing in speech act bag words that
usually appears in mainstream new media and
traditional media had relation with the pressure
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in three layers of lateral, which is physical, logi-
cal and people layer. The central argument of the
article is that obsolesced regulation, external mi-
gration waves, limitation of natural resources and
development of terrorist attacks (cyber-criminal)
and problems with personal identification in reg-
istering citizens would create a dynamic in Europe
as consent was the main topic of this research.

2. The History of Consent in the Pre-Digi-
talized World

Thermal A long story of implementation consent
as a legal basis in digital world has been described
by Edenberg, et al 2019, where in some countries
has different situation and legal standard. Polar-
ization, The use of consent, has been a tool in
each regime across the Europe continent and the
world from time to time to manage political do-
mestic problems. However, in our point of view,
there are two basic standards when we are dis-
cussing the definition of consent. First is Europe-
an Standard, some experiment shows that there
is a relation between Data Protection or DP with
the appearance of digital consent and it is also
related with massive disruption on the old market
to digital market. In the middle 19th century, the
role of consent was not as powerful as it is today.
Back in 1977, Germany was the first European
country that pass a data protection law through
the Federal Data Protection Act, which already
points out the Public and Private sector distinc-
tion; due to this reason, terms of “data subject”
has been massively using in the European conti-
nent. France, in 1978, under CNIL and Commis-
sion Nationale de I'Informatique et des Libertés,
passed Data Protection Laws to accommodate
the personal data of their citizen in order to keep
them secularized. The United Kingdom became
the most recent big country in the European conti-
nent that passed the Data Protection Act in 1984.
The Second standard is that the United States of
America is the first outside the European conti-
nent to prepare its citizens with the term “con-
sumer privacy” under a progressive movement
through the Privacy Act of 1974. In Europe, as
we already know, they always talk in the man-
ner of “data subject.” In the United States, it is
not much the same; they identified the privacy
acts as “personally identifiable information” or
PII. The laws provide multiple explanations of



this term. Some branches of regulation, such
as the Electronic Communication Privacy Act of
1986 (ECPA) which government is restricted to
wire tape of telephone calls by using a comput-
er, Information Security Management Act 2002,
Information Security Management Act 2002,
Privacy and Personal Information Protection Act
of 1998, and Information Security Management
Act 2002, NIPPA. The latest well-known is the
California Consumer Privacy Act 2018 (CCPA),
which is more closely with the European Gen-
eral Data Protection Regulation. However, all
the terms that using in United States are close-
ly with “Consumer” and “Personal Information”
which mean the philosophy root are based on
the market-oriented rather than state-oriented
like in Europe (Magro, Hladkowicz, & Hu, 2019).
Consent (or informed consent) has two main
foundations, which are first located on the “moral
concept foundation” and the “legal theory founda-
tion.” When it comes to moral concept philosophy,
it works on how to define right and wrong, which
usually comes from culture or institution from
generation to generation that consists of two par-
ties (Permission or non-permission) (Edenberg
and Jones 2019). The concept of morality offers
principles for the development that embedded in
public morality and policies. These principles ad-
dressed and analyzed as respect for the autono-
my, beneficence and justice. People should be free
to choose and act without controlling imposed by
other parties. However, if the principal indepen-
dent or self-directed autonomy could potentially
harm public health or the political sphere, it may
be justifiable to restrict autonomy exercise even
by state intervention (Kierkegaard & Szakonyi,
2018). The legal foundation on consent enforc-
es by moral principles by common law. The law
relies on moral principles to delineate rights and
duties in law cases. Common law depends on the
constitution and statutes of every state or coun-
try, which makes these laws different from one
another. That is why we could see the approach
of enforcing justice (on consent) is different.
Report from (Korff 2022) Douwe, shows us that
in Ireland Garda, police had to give routine victim
support only in written consent, which means Ire-
land consent clearly cannot be implied. It should
be explicit consent. Meanwhile in Portugal, Spain,
and Sweden consent should be unambiguous. In
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Italy and Germany, consent must be a principle
in writing (rather than “*mouse-click”). That’s why
we follow this principal EU Directive using un-
ambiguous terms with the use of ‘opt-out’ rath-
er than ‘opt-in’. In France, it is quite different,
which is consent as a valid process. Non-sen-
sitive data can only work under “freely given,
specific and informed,” where data subjects in
this meaning should voluntarily give their data.
Problems arises when generating a “moral core”
on the internet or digital system which is logical-
ly design by the domination of principles people
to people relations in the country, which leads
to automatically design of consent, because dif-
ferent legal frameworks could bring internation-
al conflict when defining “moral core” of digital
consent (Or perhaps decision making of policy in
regards on aggregation of majority). The princi-
ple of autonomy, beneficiary and justice in moral
concepts led to a clash of civilizations in the dig-
ital age (Forti & Pradel, 2018). The legal frame-
work of consent has developed in various ways in
different countries and regions. These differen -
es are contested in international law. That’s why
the EU has a new term signed in 1950 in Rome,
which is “General Principle of Community Law,”
under the base Fundamental Rights by the Eu-
ropean Convention for the Protection of Human
Rights and Fundamental Freedoms. The polar-
ization interest of consent (and Personal Data)
found in the directive of the EU has been stated
by Douwe Korff, 2002 (Korff 2022) in his report
consisting of a comparative summary presented
by the national data protection laws in the Mem-
ber States of the EU under the directive 95/46/EC
shown colorful terms in implementing consent.
In directive 95/46/EC, “consent” is already stated
in Art. 8 (2) Protection of Personal Data. How-
ever, in terms of implementation, there is a dis-
tinction between member states. See Table 1.
Refers to the definition of “consent” based on the
directive consent definition, which is “'the con-
sent of the data subject, means any unambigu-
ous, affirm ive statement of the data subject's
desires by which he indicates his acceptance to
the processing of personal data related to him.
(art. 2 (h) directive). However, before we jump
into the definition of consent, it is better if we
search for the nuance of political, social, and en-
vironmental terms in the development of data



International Journal Of Empirical Research Methods

Volume 2, Issue 2

subjects as a consent issue. The next question
is how the Europe could have the definition of
“personal information” in a massive scale using in
their regulation? In what circumstances identifi-
cation of personal became the main object in the
study of personal data and how consent became
the alternate legal ways to collect information
spread across the cyberspace (Goldfinch, 2021).

3. The UK Case

UK case in formulating “moral core” according
to Edward Higgs (Higgs 2011), consists of four
stages of the principle of identifying person in
English; for Edward Higgs (Higgs 2011), there
were many ways to learn “Personal Information”
or “Personal Identity” history in the early mod-
ern state, which is dominated by the process
identification of person separate in four stages
of identification in Europe, at first stage iden-
tification person in early modern England, sec-
ond identification person in the era of industrial
nation 1750-1850, third identification through
“dossier society” from 1850-1970 and last stage
were identifying person by “digital person” from
1970-2010 and present. Personal identification
from time to time changes following the “mor-
al concept principles” of the Gemeinschaft con-
cept of Ferdinand Tonny's theories. As the Euro-
pean community nowadays has moved from the
principle of community to the principle of mod-
ern Gesellschaft of society. According to Tonny's
idea, relations that build in the city are quite dif-
ferent than in the rural areas (Mulligan, 2017).
In the 16th century, process identification by au-
thority was based on how the appearance of the
individual in the royal families sometimes depend-
ed on the clothes or jewelry of the people, leading
to the identification of “poor” and “rich” groups
(Higgs 2011). Some developments changed fol-
lowing the new era of technologies, such as Indus-
trial technology and the “Dossier Society” during
the rapid movement of trade and economics.
During the shift from the "“Dossier Society” to
the 1970 - 1984 “Digital Person” in the UK, the

process of the Personal Data Act colored a se-
ries of phenomena that cannot be considered
easily (Manton 2019). The political relationship
between government data gathering and pop-
ulation registration became biased, as the Brit-
ish political culture has been clear that privacy
means the absence of population registration
(Manton 2019). Besides that, the political tur-
moil in the UK has led to a series of instability.
In this sense, nobody would realize that Marga-
ret Thatcher's legacy in human rights protection
in the digital world today started in her period.

4. Lateral pressure and Speech act dynam-
icin the UK 1970 - 1984

The lateral pressure theory developed by Chou-
cri and Agarwal gave us enlightenment to study
the development of political dynamics in Britain.
This pressure is located on three basic assump-
tions of layer, such as Physical, People and Log-
ical combined with the securitization of the Co-
penhagen School of securitization (ENISA, 2017).
The pressure on the physical layer consists of the
development of the telecommunication industry,
which, at that time, was dominated by a single
operator like the General Post Offic or GPO. A
study by Kjell stated that the domination of the
Post and Telecommunication industry led to the
development of CPE or customer premises equip-
ment, where CPE manufacturers telephone supply
from this sector mainly (Florida, 2020). The com-
petition of European CPE has gained momentum
in innovation with America and Japan. This com-
petition created a regulatory reform in industrial
relations in 1960 and 1970, leading to transfor-
mative change in the relations between the state
and the labor class, which some scholars said was
a “competitive capitalism” (Howell 2000) others
call this a “Rationale for Liberalisation” (Eliassen
and Sjovaag 1999). This competition led to fun-
damental changes in the Telecommunication in-
dustries, and the monopoly of British GPO came
to an end in 1969 when GPO became a public
corporation and the staff were no longer paid

'Edward Higgs describes “personal identification as a paradox” in the western society, at one side people has more ways in identify
person to prove who they are, but at one point it has much less secure which sometimes leads to the rise of rogue in one society.
The identity theft, imposture of identification in the royal families, or imposture in paper world had most credential moment of the
personal identification. All of the criminalization of personal identification creates history of identification techniques into Gemein-
schaft und Gesellschaft at the end of surveillance. The last of process identification make at one point which group do you fall into?
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Country Status of Data Protection Moral Concept (Principality in local) Legal Foundation / Constitution
Netherlands | Privacy rights and preservation of personality or | Dutch Constitution has a legality principle for substantive | Wetboek van Strafrecht or Dutch Criminal Code
persoonlijke levenssfeer criminal law but not legality procedural' Criminal Law. and Computer Crime Act 1 & 2 Wet
(Custer and Pool, 2017) Computercriminaliteit
(Custers et al., 2019) 1993
The right to privacy versus legitimate criminal investigation Wetboek van Strafvordering or Dutch Code? of
Criminal Procedure
Portugal Privacy rights and preservation of Private Life Moral Principle of 1988 in Portugal® Portuguese Civil Code 1966 and Act 67/98
Spain Private and Family Life and Honor Consent needs to be unambiguous to the definition (Korff 2022) | The Civil Code of Spain 1889
Constitution of Spain in 1978
Austria Confidentiality right along with secrecy of | Civil Law Code Austria Data Protection Act 2000
Personal Data / Private Life Allgemeines biirgerliches Gesetzbuch®* Datenschutzgesetz
E-Commerce Act 2001
Germany General Right to Respect for One Personality (das | Principle of proportionality Verhdltismdafigkeitsgrundsatz that | Germany Civil Code (Biirgerliches Gesetzbuch)
allgemeine Personlichkeitsrecht)® Law of Nature | consists with three sub principles: Suitability (Effectiveness), | and
or Foundation of Natural Right. Grundgesetz Art. | Necessity (legitimacy), Proportionality’ and Subsidiarity” or | Informational self-determination (section 823)
1 and 2. Dignity of the individual, free development of one’s personality®
France Human Identity and individual and public information technology should not infringe on human rights or | Code Napoleon,
Liberties or Personality Right (Droits de la | dignity® Romanian Civil Code
personnalité) Natural Person and Legal Person (are born in here) Right to object to processing on a legitimate
ground
Belgium Private Life Belgian constitution consolidated with Directive, together with | Belgium constitution 1831
the King'® (Dumortier and Blas 2010)
Luxembourg | Private Life There was no national variation (same as the directive). Same | Luxemburg constitution 1868
case with Belgium.
Finland Private Life and Honor consent should be a voluntary, detailed and conscious expression | Personal Data Act Finland (523/1999)
of will. The use of consent is still in broader view as a voluntary
Italy Privacy and Personal Identity At first Italian Data Processing Act (675) 1996'! Protection of individuals and other subjects with
regard to the processing of personal data.
ACT no. 675 0f 31.12.1996
Greece Private Life, Human Dignity and Value The main focus in this principal are human rights and bolstering | Law 2472/1997 and Hellenic Data Protection
the institution to the welfare state. Authority
Greece Constitution 2" revisions 2001
Sweden Personal Integrity (identifiable person'?) or Right | In the Scandinavian territory there were some principles related | Swedish Data Act 1973
of Personality (Working Paper Nordic Conference | to distributing news named “publishing rules” (Stromholm 1967) | Fundamental Law on Freedom of Expression
1967) Sw. Yttrandefrihetsgrundlag 1991
The Swedish Criminal Act 2020 Freedom of the Press Act
Tryckfiihetsforordningen 1943
Public Access to Information and Secrecy Act
Offentlighets- och sekr lag 2009.
Ireland Right to Privacy Consent still did not become a main debate during the formulation | First Data Protection Act 1988,
of this act; however, the principle of freedom and protecting data
is already clearly stated in this act.
United Right to Private and Family Life'® Paradox in identifying Person (Identity Paradox) Supra Constitutional
Kingdom Identifying Criminals with Anthropometrics and Fingerprints use | And refers to the Data Protection Act 1984!°
forensic science in the UK (1850-1970)
And
“Dossier Society”
Individual privacy versus freedom
Denmark Direct ECHR Same as the directive The Act on Processing of Personal Data
Act No. 429 of 31 May 2000

Table 1.1

Status of Data Protection (implementation Consent) in Each Member States
Under Directive 95/46/EC

2Police cannot use investigation method that not explicitly in statute investigation power. Where it is need for Dutch Criminal Code
(DCC) and Dutch Code for Criminal Procedure (DCCP)

3Art. 10 Para 2-3 DC (Dutch Constitution) on Data Protection, Art. 11 DC Bodily Integrity, Art. 12 DC on Protection of the Home,
Art. 13 DC Secrecy of Communication Art. 12 para.1l Trespass

4According to the old law of Data Protection Portugal 67/98 Consent Should be Free Given and Unambiguous, therefore explicit
consent needed for data processor in order to process data

SThere are three influences of the right of the personality in Germany, there are Karl Gareis on “Right to a person name and to his
honor”, Otto von Gierke on “Rights to a person body, liberty, honor and intellectual property or Commercial sphere activity”, Josef
Kohler on ‘Right of Secrecy” to protect person name and likeness all of these three basic laws as a source of distinction of natural
person and legal person in Germany Court decision making.

5Robert Alexy Constitutional Right, Balancing, and Rationality, Ratio Juris vol 16 no 2 2003 (135) under the structure of balancing
’Under the article32 (a) and (B) of Convention on Cybercrime there are two possibilities for cross border criminal investigation and
data accesses

8See J Lee Ricardi. The German Federal Data Protection Act of 1977 Protecting the Right to Privacy. Boston College International
and Comparative Law Review. 1983.
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as a civil servant but employed by regular con-
tracts. On physical lateral pressure, we can see
that at that point, the development of technology
came to its limit (Stocker & Kramer, 2020). The
‘plain old telephony services’ (POTS), which are
under monopoly by the Public and Telecommuni-
cation Operator (PTO), came under pressure as
the new challenges appeared from the manufac-
turing, especially in the computer industry from
external such as IBM (Custers, 2021). The con-
servative party read this situation by promoting
low taxes and monetization to create the new in-
dustrial sector of telecommunications. The regu-
lation has become obsolesced and needs some-
thing fresh and new for the wave of the rising
generation in the UK (Stocker & Kramer, 2020).
Meanwhile, the logical pressure by Agarwal fo-
cused on the development of information and
the platform layer, which was provided the same
concept by the Copenhagen School on Speech
Act (Balzacqg 2011), which sometimes moves
to the digitalized industry (Hansen and Nissen-
baum 2009). The phenomenon of the high un-
employment rate, racial tension, and the policy
of high-tax provided by the UK labor party under
the Callaghan administration brought some seri-
ous problems to the stabilization of UK domestic
politics. This was what Balzacq called as a speech
act that combined with information provided by
the actors (Balzacq 2005). The competition be-
tween the Conservative and Labour parties in the
middle 19th century brought the UK into some
dynamics in the formulation of policies for the

country. The slogan of ‘Free Market and Strong
States’ that considered as a Speech act has made
the BT British Telecommunication reformed its in-
stitution in 1981 with separated telecommunica-
tion and post services. Despite of that, the pres-
sure leads to the legislation of Telecommunication
Act 1984 and the formation on UK Data Protec-
tion Act 1984 make the new beginning of data
protection regime in UK (Perez & Naldi, 2020).
In speaking of consent, both political parties in
the UK agreed that need the change of commu-
nication business which led to the new ways of
PTO producing CPE and privatizing them. This
phenomenon we call by “political consent” in the
new framework of telecommunication services.
The political consensus between left and right on
the existential threat of higher unemployment
rise and the crisis of austerity policies was framed
by the morally embedded pairing of promises of
national policies with the idea of a national emer-
gency. The bureaucratic inefficiencie in created a
strong commitment from the opposition party for
the status quo to regulate efficien . However, as
Martin Lodge (Lodge 1999) saw regulation from
three perspective, stated that regulationis just an-
other way to maximize the resources of the actor:
Actors promote regulation to further their self-in-
terests, such as the protection of market share,
re-election chances or bureaucratic inefficiencies
called ‘slack.” Politicians, solely interested in their
re-election by securing votes or resources, will
offer regulation to those who provide the highest
pay-off. Thus, policy outputs will favor ‘low-cost’

°There are many influences by the German law, however the distinction of France Law located at guarantee of moral integrity. Extra
patrimonial also play important role in the principle right of the person

0Belgium has chosen already to respect as far as possible the principles of the European directive in the existing law in 8 December
1992.

HTtalia still in the beginning on enlargement of EU. For those terms, the conflict between Privacy and the freedom of the press still
dominated in the moral concept formulation of consent as legal basis in processing Personal Data. In that form, there was manda-
tory change in Civil and Criminal Court.

2According Douwe Korff (Korff 2022) in Sweden Personal integration shall be identifiable person whether it can be directly or
indirectly

3The issues appear same as the Netherlands where police didn’t have the legitimate interest in conducting investigation without
approval from the council, then the law enforcement cannot do their work unless the operation has been accepted.

4In Europe, Swedish Data Act was the first law regarding data protection, however the law didn’t have the complete as the direc-
tive does

5Kevin Manton, Population Registers and Privacy in Britain, 1936-1984, palgrave2019.

6The UK Constitution has a long history in implementation data Protection act 1984 see table 1.2 the chart flow data protection
UK and according to Higgs (Higgs 2011) and Manton (Manton 2019) there were some distinction in the nineteen century as the
development of population give the privilege to the formulation of privacy code so in terms of criminal and freedom of expression.
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groups rather than fragmented constituencies.
The criticized bureaucratic inefficiencie were
an output to reform the bureaucratic in vari-
ous ways; some stated effecti eness could be
reached by improving cooperation by the pub-
lic-private partnership or PPP (Chowdhury and
Chowdhury 2018) or through European Inte-
gration into the effecti e labor market (Bentley
1996) (Green and Hasluck 1998). Nevertheless,
the statement from Hodgson (Hodgson 2004) of
‘Project work’ on Buzzbank where in 1980, man-
agement sector banking created a new role in
marketing techniques under the name “call-cen-
ter technology” and rapidly growing so fast in the
implementation of marketing in the banking in-
dustry of UK (Hodgson 2004). In spite of that,
the man who gave a speech on UK privacy was
Harold Wilson in Population Registration. Obso-
lesced regulation, external migration waves, lim-
itation of natural resources and development of
terrorist attacks (cyber-criminal) and problems
with personal identification in registering citizen
Some scholars argue that the policy on tele-
communication not only came from domestic
pressure but also from the external environ-
ment. There were three components of pres-
sure. From the side of the Labour Party, the UK
a conflict with Northern Ireland. Brought the de-
cline of power by the “Iron Lady, " which started
with the closed of a private Coal Mine in 1985
In Europe on, 1995 was the era of enlargement
of the EU. During this time period (1990-2000) as
we already know the dissolution of USSR and the
fall of “Berlin Wall” became the most influential
moment for European historical politics. The de-
velopment of the "moral concept” in terms of data
protection started in this era under the charter of
the fundamental rights of the EU. From Table 1,
we can see that moral principles lie in the local
communities of 15 countries that belong to the
EU. Almost 75% of the countries absorb the defi-
nition given by direction 95/46/EC. Meanwhile UK
together with Ireland has own definition of Private
and Family Life like privacy and Privat Family Life.
In addition, during the WW2, the registration in
civil society has radically changed (Manton 2019)
However, the development of data subject in Eu-
rope was also influence by the US on that time
to increase the attention on data protection in
Europe from UK point of view. Data protection

International Journal Of Empirical Research Methods

102

Volume 2, Issue 2

became popular wisdom in the legal system, as
the Council of Europe implemented “fundamen-
tal rights” back in 1948 to unite Europe parallel
with The European Convention on Human Rights
1951. Under the shadow of the USSR, Europe
called 713 delegates from 16 countries to create
a charter of human rights for the Court of Justice
and adequate sanction to implement this charter.
1984's UK Data Protection Act was the latest leg-
islation in Europe related to data protection that
came to legislation with some obstacles. How-
ever, it consists of the debate between personal
data privacy and freedom of expression. It re-
corded that UK attemps two times to validate
regulations, one through international Justice
section of British in 1970 and second through
Committee of experts on Data Protection in 1976
which came to failed. In 1968 - 1970, the Coun-
cil of Europe’s Committee of Experts on Human
Rights conducted a survey in relation to human
rights and contemporary technological and scien-
tific advances with the result that development
in this area didn't deliver adequate protection
for individuals. Finally, the Council of Europe pro-
duced two resolutions related to privacy and da-
tabanks, one for privacy and the second for da-
tabanks in 1975 . See Table 2 for the illustration
of the Data Protection Act and Table 3 for the
process of personal identifying of tools in the UK.
The Council of Europe's prime emphasis at that
time was on the processing of data abroad
and data flow related to the study of data-
bank regulations, which at some point relat-
ed to the financial sector. Later, in 1976, the
Based on the Article 29 Working Party (A29WP)
European Commission under GDPR has introduce
guideline to provide transparency in order to pro-
cess data in fair processing and has release some
principle according to their measurement of how
controller and processor should work. Consent in
this article A29WP only if the data subject is given
agency and the opportunity to agree or decline the
conditions being presented; this might serve as a
legitimate basis for processing the data. Eden-
berg argues that "consent will not be considered
freely given if it is part of non-negotiable terms
and determines the functionality of a site service"
(2019). So under this regulation (Rectical 42 of
GDPR ), all applications or third-party software
that is usually available in one of the services
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provided by the digital companies on a smart-
phone or computer is considered not lawful basis.
As stated by Schwartz 2014, the United States
merely put the domination of Personal Informa-
tion instead of the Data Subject into the article,
which led to the invalid of Safe Harbor by the
European Court of Justice in 2015, provided by
Maximilian Schrems, on the judgment. It came
out with the series of the fines provided by EU
GDPR law for all United States-based companies
like Google, Apple, Facebook, Amazon, and Mi-
crosoft (GAFAM) from 2018 until 2022, making
the biggest fine ever in the history of the privacy
regime, which show the domination of consumer
right in the field of digital age. The problems oc-
cur first of all, as we see in the development of
digital consent provided by algorithmic solution
on their system stated by Francois-Pellegrini?2®2!
vice president of CNIL, which related to privacy
and Pasquale Stanzione as the President of the
Italian Data Protection Authority stated that
there was a vulnerability factor when it comes
to data protection. Meanwhile, Williams et al.
2017 in his articles gave us insight that there
was a serious problem in harvesting data in
all Application Programming Interface or API
which available on most of all big tech company
like Twitter and Facebook. API for some schol-
ars as a tool for an “invisible actor” to provide
the audience with a digital media environment.
In the development of markets and business-
es, the main interest is located in the individual,
how people spend their money, who people see
as their fans, what items people like the most,
etc. has created personal data and personal in-
formation much like gold in industrialized 4.0
and big data becoming a relevant investment in
each multinational corporation, and need sys-
tematic regulation from legislation norms to the

supervision of data management (Zhu 2022).
However, some actors with high skills operate
these data without paying attention to the ethics
of processing data (Edenberg and Jones 2019;
Fuller 2019; Giglietto and Rossi 2012; McStay
2012; Hull 2021; Williams et al. 2017). Many
people assume that APIs are “public data” where
we can easily research or collect them without
noticing the data subject. Data processor and
controller should provide personal information
into a consent as a basic legal in digital age.

5. The Speech Act to define Data to protect
Max Schrems 1 and 2

Under the contribution to the history of Max
Schrems, we had the enlightenment that privacy
had become a serious problems on access right
to personal data provided by the EU he report-
ed and made the criticism to the Irish Data Pro-
tection Commission (DPC) in 2011 and in 2014
max schrems I also criticized Irish data protection
commission. Max Schrems, in the first annual
meeting, stated that the US-EU safe harbor prin-
ciple had violated directive 95/46/EC in regards to
not providing adequate protection on the US-EU
safe harbor principle. so transferring data from
the US to the EU is considered illegal. As consent
to transfer data outside or inside the US to the
EU is not obtained. The second Max Schrems was
a complaint on 25 May 2018, under the scheme
of GDPR complaint against Google and Facebook
called Data Protection Commissioner V Face-
book Ireland and Maximilian Schrems related to
standard contractual clauses (SCC) digital con-
sent became more important for the next future.

Edward Showden case
Another speech act was from Snowden
Case on his report on highly classified information

’Protection Of the Privacy of Individuals Vis-A-Vis Electronic Data Banks in The Public Sector - Resolution (74) 29 Adopted by The
Committee of Ministers of The Council of Europe on 20 Sept 1974 and Explanatory Report

8Tn accordance with Council Directive 93/13/EEC_ a declaration of consent pre-formulated by the controller should be provided in
an intelligible and easily accessible form, using clear and plain language and it should not contain unfair terms.

As we can see from the dialogue provided by https://www.youtube.com/watch?v=zi_t4A-8SVA&t=612s Comment les traitements
algorithmiques interférent-ils avec notre vie privée? where in the conference stated that algorithm play important role in process-
ing data related to individual terms which sometimes lead to bias information.
20https://www.lemonde.fr/blog/binaire/2017/03/27/les-algos-ni-loyaux-ni-ethiques/ accessed 1:59 PM 30 August 2022.

2'The critics stated by Pasquale consist with vulnerability subjects that coloring implementation of data protection regulation in
terms of decision-making processes, such Minors, Migrants, Sick People, in Mates, or any cases belonging to minorities whose

fragility by nature or circumstance in the face of power algorithm.
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Year External Internal Declaration or Resolution or act or regulation Legislation _Government _Courts Case/article
Article 12 no
arbitrary
The Council interference  with
1948 of Europe X Universal Declaration of Human Rights X X X privacy
Niemietz v
Germany: ECHR 16
European Dec 1992 and
Convention Halford v The
on Human European Convention for the protection of human United  Kingdom:
1950 Rights X rights and fundamental freedom X X X ECHR 25 Jun 1997
Article 17 on
X Individual Liberty of
Free Speech and
1954 United Nation United Nations Covenant on Civil and Political Rights | x X X Religion
x 85th  US
1957 US Congress Civil Rights Act 1957 Congress X X
International Conference Right of Privacy International | Working Paper
Commission X And Rights Oof Commission Nordic Conference
1967 of Jurist The Personality X X of Jurist of Privacy 1967
Report
possible
X Report Privacy and X implications Report better to seek
Law UK of the growth | and give the
data bank and | individual the kind
1970 X X safeguards of protection

1. protection by changes in law. 2. protecting by the

Younger Committee creation of administrative control. 3. protecting by

UK

1970 persuading the organization to self-discipline 1. the press council
Survey from Article 8 on offered
the Council of X satisfactory
Europe safeguards  against

1968-1970 | Committee on X X X X technological
Human Rights invasion into
and privacy
zl(l)lr)l;mitlee of The civil right aspect
the European Of. the ) right  to
Committee on | * X privacy is e'ffec.ted
Legal by modern scientific

1971 Cooperation X X X and technology

Annex 1 on
resolution 74 (29) on
Store Personal
Councilof Resolution on the protection of the privacy of Information b,y
Europe Lo P . . lawful and fair
. X individuals vis-a-vis electronic data banks in the
Committee of . means, and Annex 1
Ministers private sector on resolution 73(22)
on Electronic Data
banks equipped with

1973 X X X security
European Pr_ep are Draft
Parliament X X ) o Dlrectlye on Data

1975 Calling Commission Protection

Evidence was
submitted to the
Data Protection
(Lindop)
Committee, working
European papers of  the
Commission X committee, and
drafts. and a copy of
the report.  The
committee was set
up in 1976 to advise
Group of Experts on Data Protection and | the government on
1976 Privacy means to safeguard
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Table no 2. Continue...

the  privacy  of
computer data in the
public and private
sectors.

Council of Europe Convention

Committee of
Data

1976 Protection

First, safeguarding
personal

information  during
international ~ data
transfers and
international ~ data
processing.  Two,
check into the laws
that govern data
banks. Assess issues
concerning the
moral conduct of
computer scientists/

internal
market
directorate
general of the
commission

Draft Data Protection Directive

No  harmonization
on the broad
committee. 1 can
virtually ban
transborder

dataflow, the terms
adequate level of

protection not clear

Committee of
Legal co-
operation and | X
Commission
of Minister

Council of Europe Convention

1979

Convention for the
Protection of
Individuals with
respect to Automatic
Processing of
Personal Data,
adopted on January
28 by the Council of
Europe

Commission

of EC Recommendation

1981

Council of Europe
Convention for the
Protection of
individuals with
regard to automatic
processing of

X personal data

UK Data Protection

ACT 1984 Act

1984

UK  Data
Protection
ACT 1984

Table 2.
UK Chartflow of Data Protection ACT 1984 the Chart of Flow Regulation of Data Protection Act
1984

provided by him. The Snowden case gave us an
understanding that the Speech Act was focused
on the global surveillance provided by telecom-
munication companies. From that point of view,
we can understand that telecommunication plays
an important view in relation to personal data.
We know that the telecommunication company
would give us benefits from the perspective of
economization, but it is very important to the
security procedure as part of data protection.
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Cambridge Analytica (and Facebook Case)

Under the Cambridge Analytica, all of the infor-

mation related to digital assets, mining of data,
brokerage of the data and its analysis during the
electoral process. The Cambridge Analytica pro-
vided misinformation related to data on their
electorate processes, under the Ted Cruz and
Donald Trump presidential campaign as well as
the referendum on European membership. The
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Years Country (Name Company) Core busi

More Specifics

Provide  national
contribution

DHSS (Department Health and Social

1978 Security) UK

records

of

insurance

1980 Inland Revenue UK Tax Benefit

1970 US National Bureau Standard Automated Fingerprint

1D

BISS  (Base Installation

Security System)

1970 Calspan Corporation Airports. Etc.

Fingerprints ID System for Customers use in

Aerospace’s and Defense

1981 Morpho or Idemia Sagem Safran (France) | Automated Fingerprint

Face Recognition, Iris and
Fingerprint (Using in Mali for
Passport)

1984 UK National DNA Database DNA Profiling

DNA Samples and Profiles
must Destroyed if proof not

Case R v Marper and S 2004 | Guilty in Court

1988 European DNA Profiling Group DNA Profile sharing

The purposes of criminal
investigation

Table 3
History of Identification Tools in the UK

data scandal has been a business practice at-
tained and made the most of the personal data
concerning Facebook users to discredit politicians.
The personal data became more important in the
near future. The methods of Cambridge Analytica
a button likes can be analyzed under the psycho-
logical targeting in order to influence their atti-
tudes emotions and behavior of the user. Reported
from the Guardian stated that Cambridge Ana-
lytica used psychological data extracted through
millions of Facebook users deprived of permis-
sion or knowledge concerning the data subject.

The Lateral Pressure on the Logical and
Physical Layer On People

High Unemployment in April 2014 in Brussels
make the individuals in the European political
system party find a way to get the achievement
from the pressure. The situation was created by
the unemployment just find other solutions in Eu-
ropean continental. Moreover, the rise of the far-
right movementin 2015 in France created another
spectrum in the European country, as the effect of
the war in Libya, Syria and Yemen. The individual
also wanted to have a better job when their land
was under fire because of the leader from outside
the country. High Migrants to Europein 2015, such
as Italy, Macedonia, Greece, Hungaria and Egypt
created the pressure more realistic to the individ-
ual. This phenomenon has created some series of
attacks in some European countries like a protest
in Iceland regarding the Panama Paper 2016, the
Berlin Truck Crash in 2016, the Bastille Attack on
France in 2016 and the Barcelona attack in 2017.

On Resource
The high Price of Natural Gas from Russia to Eu-
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rope created unpaid bills on Ukraine, the situation
came to escalation of natural gas become deficit
and all resources to survive in the winter became
disrupted. The higher corruption in Ukraine creat-
ed a fundamental challenge to European country.

On Physical

Terrorist attack in France in 2015 had a seri-
ous pressure from inside the European con-
tinental are the closest sample in regards with
the physical issue, the series of bombing like
in Brussels Ankara dan st Petersburg has make
physical sector became target on the people.

6. Conclusion

This phenomenon has shown us that even though
GDPR is a modern regular policy to manage the
spread of data flow across and outside Europe
related to EU citizens, the nature of data harvest-
ing in the context of informed consent is still de-
batable, especially for minority groups. Based on
those problems, we can conclude that there was
a glitch in the relation to human-technology inter-
action in the modern world. When talking about
data research, consent plays a pivotal role for
some ethics scholar; there are plenty of research
ethics that use consent for the subject of their re-
search. It was not confusing anymore why, from
146 articles collected from Sage journal, about
three-quarters of the literature talked about
health and sexual consent, especially related to
the human interaction with medical treatment of
the human body, which is categorized as a private.
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